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THE BLUEPRINT FOR HOME 
SAFETY AND SECURITY

When you think about the term “home 
safety”, what comes to mind? 

 Locked doors? 
  Smoke Alarms? 
    Security Systems? 

Of course, these are all important pieces of the 
puzzle, but an often overlooked point of home 
security protection are measures to protect your 
personal information.

Millions of Americans have fallen victim to 
identity theft, financial scams and Medicare fraud. 
These types of crimes continue to grow through 
internet, telephone and door-to-door interactions.

This booklet will help you better understand some 
of the more prevalent scams that exist, as well as 
the steps you should take to protect yourself.
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Door-to-Door “Contractors” 
THE SCAM:
During the warmer months a “contractor” shows up 
at your door unannounced. He tells you he’s been 
working at your neighbor’s house and can cut you a 
great bargain since he has extra materials. However, 
it’s a limited time offer and you must decide now.

The “contractor” asks for a down payment as a good 
faith agreement on your part. He takes the money, 
but does no work. Another “contractor” may tell you 
that you don’t have to pay until the work is done. But 
without a written agreement, you may receive an 
overpriced bill for shoddy work with inferior materials. 

The RIGHT RESPONSE:
It’s best to avoid the door-to-door “contractor”. You 
should not have any work done by a contractor 
without doing your homework. Get references, find 
out if the contractor is licensed and insured, and 
always have a written agreement on price, time 
frame and other terms of the work to be done. 

The “Utility Worker”
THE SCAM:
Someone shows up at your home, claiming to be 
from your phone company, gas and electric provider, 
or other utility company. They tell you there is a 
problem in the neighborhood or that they need to 
come inside and check your equipment.

DOOR-TO-DOOR SCAMS The RIGHT RESPONSE:
Stop and make sure you know who you’re dealing 
with. Take the following precautions:
1. Check to see if he or she came in a clearly 
marked, official work vehicle.
2. Ask to see the person’s identification. 
3. Most importantly, call the company he/she claims 
to work for and confirm the person’s identity. 

The Medicare “Salesperson”
THE SCAM:
A salesperson selling Medicare products shows up 
at your door uninvited and wants to discuss your 
coverage. She may tell you that a neighbor sent her, 
that Medicare is going away, or that you’re lacking 
coverage. She has official Medicare materials. 
She’ll tell you that it’s a limited time offer or there is 
some other reason that you need to act quick.
 
The RIGHT RESPONSE:
It is against Medicare rules for salespeople to 
come to your home uninvited. So this person is 
either unaware of the rules, or chooses to ignore 
them. Your first priority should be protecting your 
information. Do not give out: 

Your Name
Your Social Security number
Your Medicare number
Your Credit Card numbers
Financial information of any kind
And DO NOT sign any papers

•
•
•
•
•
•
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It’s your home! Don’t ever feel pressured to let 
someone into your home unless you are confident 
they are there for the right reasons. If you feel that 
your safety is at risk or the person is refusing to 
leave, call the police. The easiest solution is usually 
the simplest - just say “no thanks” and close the 
door.

The rapid growth of the internet has introduced 
a variety of new computer-based scams. Many 
thieves have turned their attention to the internet as 
it offers a quick, and relatively inexpensive way for 
them to target a large base of potential victims. One 
of the more “successful” scams is an email ploy 
called “email phishing” (pronounced “fishing”). 

Email phishing occurs when a con artist poses 
as a legitimate company, like a financial institution, 
retailer, or internet service provider. In these email 
communications, computer users are duped into 
handing over personal information, many times by 
clicking a link in the email. There are numerous 
variations of this scam:

There is a problem with your bank account or 
credit card and you need to “verify” your account 
information immediately, or your account will be 
closed or frozen.

1.

Recently, a number of large purchases have 
been made with your account and you need 
to authorize the transactions (or dispute 
the charges) by “confirming” your personal 
information. 

You have won a prize or drawing, and need to 
fill out a form to arrange for acceptance of your 
winnings. This “award” could be in the form of 
a $50 bonus on a credit card, to winnings in an 
overseas lottery.

A foreign citizen who needs your help 
transferring money to the United States offers 
you a percentage of the money if you’re willing to 
help. Some will ask for you to transfer your own 
funds to clear an initial hurdle, while others will 
just ask for your financial information to make a 
transfer to you. 

These emails often contain elements to make them 
nearly identical to the real thing. They may include 
the same logos and layout used by an actual bank 
or lender. Scammers can even “mask” the message 
so your inbox will show that it is from a legitimate 
source, even when it’s not. Don’t think that you can 
identify a scam just by looking at it, these email 
scams work for a reason.

2.

3.

4.

INTERNET SCAMS
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The RIGHT RESPONSE:
DO NOT give out any personal information. 
Remember, the messages are designed to 
provoke an immediate response. Don’t fall for it, 
keep your information to yourself!

DO NOT click on any links in the email. This 
may initiate the download of a virus or lead you 
to what looks like a legitimate website, but was 
actually created by a thief.

DO report the email. More than ever, financial 
institutions and retailers are offering ways 
to report these fake emails. Check with your 
specific company on how to go about it. By 
reporting, you’re helping fight back against the 
scammers and protecting others from being 
victimized.

If you are concerned that an email you have 
received is genuine and want to respond, there is a 
correct course of action. For example:

If you’ve received a message saying there is 
a problem with your bank account and they 
need to “confirm” your information, do not 
click any links or contact information in the 
email. Refer to your records (like an old bill 
or phone book) and call the customer service 
department directly. Many credit  cards have 
the customer service number right on the 
back of the card – don’t be afraid to use it!

1.

2.

3.

Telephone scams work much like email scams… 
there are a number of different methods used to draw 
a reaction out of the victim. Phone scams include:

Calls to solicit donations… scammers have even 
posed as local fire and police departments asking 
for charitable contributions. 
Calls from “Medicare” claiming that there is a 
problem with your coverage or a need to change 
your coverage. They may tell you they cannot 
help until you “confirm” your Medicare number.
Some con artists will strike twice. After scamming 
you out of money, you may be called months later 
by someone claiming that they can help recover 
your money.

The RIGHT RESPONSE:

DO NOT give out your personal information! 
Even your Medicare number is tied to your social 
security number, so protect it the best you can. 
Do your research. If you are involved in a charity 
they may call annually to ask for help, this does 
not make them con artists. You can tell them 
you’re busy at the moment and you’ll call back. 
Look up the number yourself and call to make 
your donation.
Reduce unsolicited calls by registering with the 
Do Not Call Registry at 1-888-382-1222 or   
www.donotcall.gov. 

1.

2.

3.

1.

2.

3.

TELEPHONE SCAMS
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PREVENTIVE MEASURES
In addition to responding the right way when 
confronted with a potential scam, there are many 
preventive measures you can take.

CHECK YOUR BILLS!
Even if you haven’t been using a certain credit 
card or financial account, check the monthly bill 
or statement when it comes in the mail. Computer 
users can also check most accounts online 24 
hours a day, 7 days a week. This is a quick and 
easy way to make sure no one else has been using 
it behind your back. Report any problems to the 
lender directly.  

SHRED IT!
Every document containing any of your personal 
information should be shredded before you throw 
it out. Some thieves make a living by picking 
documents out of your recycling bin or garbage 
can to steal your identity. By shredding all of your 
documents, you’ll be protected from this type of 
theft. Even those credit offers and flyers that you 
don’t give a second thought to contain information 
that could be used to steal your identity and open 
up new accounts behind your back!

STOP THE JUNK MAIL!
If you’re thinking it might take days to shred through 
all of the promotions and offers you get through the 
mail – stop them at the source. The national credit 
bureaus offer a free phone number you can call to 
opt out of pre-screened credit offers at: 
1-888-5-OPTOUT (1-888-567-8688). If you receive 
other types of junk mail you want to stop, call the 
company directly and request that they no longer 
mail you the materials. 

CHECK YOUR CREDIT REPORT!
Many victims of identity theft don’t realize their 
information is being used until it’s too late. 
Scammers open up new accounts and have cards 
sent to addresses that the victim never knows 
about. Credit reports are your best defense. A credit 
report is a comprehensive listing of all accounts in 
your credit file, from credit cards to mortgages and 
other loans (even closed accounts, and loans that 
are paid in full). By checking your credit report, you 
can quickly identify problems and report them to the 
proper authorities. 

Three different credit bureaus offer reports: 
Experian, Equifax and TransUnion. You are 
entitled to one free report from each company every 
year… meaning you can check three reports total 
over the course of one year.
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Accessing Your Credit Report:
Online
One official website is authorized by all the credit 
bureaus: annualcreditreport.com. This website 
gives you easy, and immediate access to your 
reports – which can also be printed for your records. 
You will be asked for personal information to confirm 
your identity; however, annualcreditreport.com is 
a secure site, so your information is safe. 

By Phone
To request your credit report by phone, call 
1-877-322-8228. You will need to go through a 
verification process over the phone, and your report 
will be mailed to you. 

By Mail
You must fill out the application form. Forms are 
available at the annualcreditreport.com website, and 
at Action for Older Persons. Forms can be mailed 
to:
 
Annual Credit Report Request Service
P.O. Box 105281 
Atlanta, GA 30348-5281

For local help accessing your report 
online, call Action for Older Persons at 
722-1251 and ask about upcoming credit 
report workshops. 

If you think you may be a victim of identity theft, 
don’t wait - take action immediately.

Place an initial fraud alert on your credit reports. 
This alert can help prevent someone from 
opening new accounts in your name.
Equifax: 
1-800-525-6285 or www.equifax.com
Experian: 
1-888-397-3742 or www.experian.com
TransUnion: 
1-800-680-7289 or www.transunion.com

Call your bank and credit carriers to report the 
problem, and close affected accounts.

File a police report with your local department. 
Having it on record can be very important in the 
long run.

You can file a complaint by calling the Federal 
Trade Commission’s Identity Theft Hotline at  
1-877-ID-THEFT (438-4338).

Keep records, copies and notes of everything 
you do when reporting identity theft.

For comprehensive information about identity 
theft, visit www.ftc.gov/idtheft. 

1.

2.

3.

4.

5.

6.

IF YOUR IDENTITY HAS
BEEN STOLEN
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Action for Older Persons, Inc.
30 W. State St.
Binghamton, NY 13901
Phone: 722-1251
Web: www.ActionforOlderPersons.org

FOR MEDICARE
CONCERNS

Is here 
to help!

Whether you receive an unexpected 
phone call, email or visitor at the door, 
Action for Older Persons can help you 
understand the facts. 

When you have questions about Medicare 
coverage, our seminars, insurance 
resource materials, and trained health 
insurance counselors have the answers!
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and other topics of concern to 
mid-life and older adults, visit:

www.ActionforOlderPersons.org


